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Abstract

As Internet of Things (IoT) technology develops so quickly, secu-
rity issues with IoT devices have come to light. IoT is an array of
intelligent devices connected via a network to provide various ser-
vices. The amount of data generated by these devices has an impact
on how well the current intrusion detection systems (IDS) func-
tion. The generated dataset consists of irrelevant features which
reduces the performance of IDS, making IoT ecosystem vulnerable
to cyberattacks. The researchers have suggested the feature reduc-
tion technique as a potential solution to the current problem. The
proposed method seeks to reduce the feature count by removing
the redundant feature subset. Several machine learning methods
have been successfully implemented in this discipline. This study
proposed the application of hybrid feature reduction technique.
The research combined Convolutional neural network (CNN) and
Long short-term memory (LSTM); CNN extracted local features and
decreased dimensionality, while LSTM identified long-term relation-
ships in the data. SVM and Random Forest classifiers models were
used to classify the chosen feature subset. This study employed the
TON_IoT Datasets, an up-to-date dataset, to evaluate the model.
During data preprocessing, the study applied SMOTETomek data
pre-processing technique to address class imbalance in the dataset.
With the decreased feature subset, the classification models fared
reasonably well; RF had a 98% accuracy rate while SVM had a 91%
accuracy rate, showcasing the suggested methodology’s potential
for creating efficient IDS.
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1 Introduction

Over the past ten years, there has been an increase in interest in the
integration of intelligent devices via networks to provide a range
of services. The networked gadgets produce enormous amounts of
sensitive data [1]. Cybercriminals have become interested in the
generated data and are working nonstop to get past the security
measures and access this data. Because of the massive amount of
data generated in IoT environments, the majority of preventive
mechanisms in place are ineffective in efficiently thwarting cyber
threats. A study conducted by [2] observed that as the feature
space expands, the accuracy of current machine learning-based
IDS techniques is significantly impacted. Several studies have pro-
posed feature selection technique as a possible solution to this
problem. The idea behind the feature selection method is to re-
duce the number of features through elimination of the redundant
features. The main problem is how well to reduce the number of
features while preserving the significant features for efficient and
effective intrusion detection systems. Machine learning algorithms
have applied in this field with great success. However, most of
the existing works use outdate datasets in the evaluation of their
models. Because these data sets don’t accurately represent the
real-world digital environment, they have drawn a lot of criticism
[3].

A study by [4] suggested a filter feature reduction technique us-
ing XGBoost algorithm. The study reported an increase in detection
rate using decision tree (DT) algorithm using the selected feature
subset. The application of deep learning algorithms in feature re-
duction has been on the rise due to their potential in the selection
of optimal features in a data set. A study by [5] combined two deep
learning algorithms namely Convolutional Neural Network and a
Bi-directional LSTM. In this work CNN was used for feature selec-
tion on NSL-KDD data set while BiLSTM was used for classification
of attacks. The model reported high detection accuracy. In [6] the
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authors proposed an intrusion detection system based on CNN and
LSTM. This study illustrated CNN’s potential for selecting the best
feature subsets to enhance intrusion detection.

Due to the demonstrated capacity of deep learning algorithms in
the selection of optimal feature subset in the field of IDS, this study
aimed to adopt the integration of CNN and LSTM for feature section
using a current IoT data set namely the TON_IoT Datasets. The
primary contribution of this manuscript can be concise as follows:

e Our approach involved fine-tuning the TON_IoT data sets,
through balancing of the data set using SMOTETomek ap-
proach, removing redundant features, and selecting only
the most distinctive features using CNN-LSTM in order to
maximize its performance for accurate attack categorization.

o Application of SVM and RF for classification of attacks.

e Evaluation of the proposed IDS using up to date data sets
(the TON_IoT Datasets).

The rest of the study is organized as follows: Section 2 focuses
on the related study; Section 3 gives a synopsis of machine learning
techniques used is this work; Section 4 focuses on the IoT_ToN data
set description and pre-processing; Section 5 gives the proposed
research methodology of this study; Section 6 describes the experi-
mental results and discussion and lastly the conclusion of this work
is given in Section 7.

2 Related Study

With the huge amount volume of data in IoT, research show that is
difficult to detect network attacks with high degree of accuracy [7].
The authors indicated that with feature selection we can learn the
behaviour of network attacks with more precision. In addition, the
huge volume of data hinders a classifier from making accurate con-
clusions and slow down the classification process [8]. As outlined
earlier in this paper, ML algorithms have the potential of improving
the performance of intrusion detection systems through feature
selection [9]. This section focuses on some of existing works on
feature selection using machine learning.

A study by [2] proposed a filter feature reduction methodology
coupled with a deep learning algorithm for intrusion detection sys-
tem. The first stage of this study perfumed feature selection using
Feature Extraction Unit (FEU), a filter-based approach to extract the
best feature subset on NSL-KDD dataset. Feed forward deep neural
networks (FFDNNs) model had a better accuracy compared with the
other models. Deep learning algorithms have shown their effective-
ness in feature reduction through their capabilities to investigate
every conceivable feature set in the dataset with the least amount
of input [10]. A research by [11] used integrated two deep learning
algorithms namely CNN and LSTM together with self-attention
mechanism (SA) to select the optimal feature subset in NSL-KDD
dataset. The proposed methodology reported high possibility of
improving the effectiveness of network intrusion detection systems.
Following similar approach [12] prosed a CNN-RNN deep learning
technique to extract spatial and temporal features in TON_IoT-
Datasets. This study deployed SVM to classify the selected feature
subset. With an accuracy of 0.9959, the model outperformed other
models.

In their work [7] applied the Variance threshold and Chi-square
Test feature selection techniques for effective feature selection. The
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researcher used real world data set known as Advanced security
Network Metrics dataset (ASNM) for the model evaluation. Logistic
regression and neural networks were used for classification. Tested
with the reduced feature subset the NN reported an accuracy of
99%. [13] applied three feature reduction technique namely the
ANOVA F-value based method, impurity-based feature selection,
and mutual information-based. The DL algorithm applied in this
research, namely feed forward neural networks was tested using
Kaggle and CICIDS-2017. The model reported an accuracy of 88%
and 99.9% respectively. This research demonstrated the potential
of integrating deep learning with feature selection for intrusion
detection. In a similar manner [14] evaluated the impact of fea-
ture selection in the performance of IDS. The researchers applied
Anova F-test, Mutual Information, and Chi-square to rate and se-
lect the most important features in the UNSW-NB15 dataset. The
researchers used classical machine learning algorithms to evaluate
their work. The selected algorithms rated differently using varying
number of features, show casing the importance of feature selection
on the performance of machine learning algorithm. This work can
be evaluated further using modern machine learning algorithms.

In this study [15], the authors introduced a hybrid intrusion de-
tection system based on deep learning algorithms. The researchers
integrated Convolutional Neural Network (CNN) and bidirectional
long short-term memory (BiLSTM) for classification of intrusions.
To reduce the number of features in the training data set, random
forest classifier and recursive feature selection techniques were
adopted. The proposed model had a better detection accuracy with
less training time. In [16] presented a novel feature selection tech-
nique based on two entropy-based techniques namely Gain Ratio
(GR) in addition to Information Gain (IG). The proposed model
reduced the number of features in IoTID20 and NSL-KDD datasets
significantly. Tested and compared with other existing machine
learning algorithms, the proposed model had a better detection
accuracy.

The researchers in [17] proposed a feature selection approach
based on Extreme Gradient Boosting (XGBoost). The model reduced
the number of features in N-BaloT dataset from the original 115 fea-
tures to 30 features, an outstanding score. To teste the importance
of the selected features, the researchers combined Convolutional
Neural Networks (CNN) with Gated Recurrent Units the evaluation
for classification of IoT data set. The model reported low processing
time with high accuracy compared to CNN-LSTM and other IoT
intrusion detection models. Further investigation can be performed
using other IoT data sets as per the authors recommendations. In a
similar manner [18] proposed an intrusion detection system with
XGBoost-based feature selection approach. This approach was com-
bined with various type of Recurrent Neural Networks (RNNs) and
was evaluated using two types of data set namely NSL-KDD and the
UNSW-NB15 benchmark datasets. With reduced data set XGBoost-
LSTM reported the best performance, with 88.13% accuracy. On
the other hand, XGBoost-Simple-RNN recorded the best outcome
using UNSW-NB15 data set, with 87.07%. In future research, the
researcher proposes the investigation of how well the suggested
framework performs on certain classes found in the datasets under
study.

A study by [19] proposed an intrusion detection system based
on deep learning algorithms. This work adopted CNN together
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with the fusion of an attention mechanism and the bidirectional
long short-term memory (Bi-LSTM) network. In the first phase of
this study CNN local features, the selected features are a signed
weight through attention mechanism and lastly Bi-LSTM learns
the network of sequence features. Adaptive synthetic sampling
(ADASYN) was employed in this research to solve the data im-
balance issue. NSL-KDD data set is used to evaluate the model’s
performance. The research reported a better accuracy and F1 score
of 90.73% and 89.65%, respectively. The proposed model can be
evaluated further using an up-to-date data set in future. In [20]
fused recursive feature elimination and information gain for feature
selection in IoT data set. For effective feature classification, the
researchers adopted cascaded long—short-term memory. On the
NSL-KDD and UNSW-NB15 datasets, respectively, this method’s
accuracy for binary classification was 99.30% and 98.96%.

A study by [21] proposed a network intrusion detection system
based on genetic algorithm (GA) for feature selection and LSTM-
RNN for classification of intrusion. In this work NSL-KDD dataset
was used for model evaluation for both binary and multi-class intru-
sion. The researchers concluded that this approach has a potential
of improving efficiency of intrusion detection. In addition, the
researchers compared the performance of the model with other
intrusion detection model and established that the model outper-
formed SVM in binary classification but had similar results with RF.
On the other hand, the model outperformed both SVM and RF in
multi-class classification. The only limitation of this study is that
the evaluation was conducted using only one type of data set, it is
recommended further investigation to be done using other types of
data set. In [22] optimized GA using particle swarm optimization
(PSO) for feature selection in IoT environment. For classification
of intrusion the researchers employed LSTM-GRU in CICIDS-2017
dataset. The results demonstrate a significant improvement, with
98.86% accuracy in identifying multiple network attacks. Following
the same pattern [23] developed a hybrid intrusion detection model
based on Enhanced Binary Genetic Algorithms (EBGA) as a wrapper
feature selection (FS) algorithm and Long LSTM. EBGA performs
feature reduction and LSTM acts as a classification algorithm. The
assessed model demonstrates how feature reduction with EBGA
can improve the accuracy of LSTM classification. Similar to the
majority of previous studies in this area, the researchers used an
outdated dataset, the UNSW-NB15 data set.

3 A Synopsis of Machine Learning Techniques

This study adopted several machine learning algorithms to develop
an effective intrusion detection system through feature reduction.
The supervised machine learning techniques applied in this work
are reviewed in the sections that follow.

3.1 Convolutional Neural Network (CNN)

Convolutional Neural Networks (CNNs) are a specialized form of
Artificial Neural Networks (ANNs) designed to process and analyze
data with a grid-like topology, such as images. CNNs, as opposed
to classic ANNSs, concentrate on spatial hierarchies in the data
through shared weights and local receptive fields. This makes
CNNss particularly effective at detecting patterns, such as edges and
textures, in visual data by progressively abstracting and combining
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these features across multiple layers. CNNs are constructed with
various essential elements, such as convolutional layers, pooling
layers, and fully linked layers [11][16]. Convolutional layers create
feature maps that highlight particular components of the input
by applying convolutional operations using shared weights. By
reducing the spatial dimensions of these feature maps, pooling
layers improve the computational efficiency and input sensitivity of
the network. Finally, fully connected layers integrate the extracted
features to produce the final predictions, while non-linear activation
functions enable the network to capture complex patterns in the
data.

3.2 Long Short-Term Memory (LSTM)

LSTM is type of recurrent neural networks (RNNs) that was intro-
duced to solve the problem of addressing the vanishing gradient
problem encountered in RNNs while modeling sequential and tem-
poral data [16][21]. LSTMs are particularly effective at capturing
long-term dependencies in sequential data, such as time series, text,
or speech, due to their unique architecture, which includes memory
cells and gating mechanisms. These elements enable long-term se-
lective retention or forgetting of information, which makes LSTMs
ideal for jobs where context and order are essential. An LSTM net-
work is made up of a sequence of LSTM cells, each of which has the
input, forget, and output gates as its three main gates. The forget
gate chooses which information should be discarded, the output
gate chooses how much of the cell state should be sent to the next
time step, and the input gate controls how much new information
is added to the cell state. They differ from regular RNNs in that they
can successfully manage temporal information and recall long-term
dependencies, which makes them an effective tool for modeling
complex sequences.

3.3 Support Vector Machine (SVM)

Support Vector Machines (SVM) one of the classical machine learn-
ing algorithm, is a powerful and versatile supervised learning algo-
rithm used primarily for classification and regression tasks [24][25].
The core idea behind SVMs is to find the optimal hyperplane that
separates data points from different classes with the maximum
margin. This margin maximization makes SVMs particularly ef-
fective at handling high-dimensional spaces and cases where the
number of dimensions exceeds the number of samples. By focus-
ing on the data points closest to the decision boundary, known as
support vectors, SVMs aim to enhance the model’s generalization
capabilities. Using a method called the kernel trick, SVMs convert
the initial input space into a higher-dimensional feature space. By
transferring the data into a space where a linear separator can be
applied, this transformation enables SVMs to handle non-linearly
separable data.

3.4 Random Forest (RF)

Random Forest (RF) is an ensemble learning method that combines
the predictions of multiple decision trees to improve classification
and regression accuracy [26]. Each tree in the forest is trained on a
random subset of the data, with random subsets of features selected
at each split, making the model robust against overfitting. The
final prediction is typically made by aggregating the outputs of all
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Figure 1: Structure of the proposed model

the trees, either through majority voting in classification tasks or
averaging in regression tasks. This approach leverages the diversity
of the trees, reducing variance and enhancing generalization. One
of the key strengths of Random Forest is its ability to handle large
datasets with high-dimensional features, as well as its resilience to
noise and missing data. By averaging the predictions of numerous
trees, Random Forest reduces the likelihood of overfitting, which is
a common problem in individual decision trees.

4 the IoT_ToN DATA SET Description and
Preprocessing

The study utilized the IoT_ToN network dataset due to its several
advantages over other available datasets. This data set is publicly
available and was developed by [27] to handle the lack of distributed
architecture for creation of diverse datasets containing complicated
cyber threat scenarios and the real-world behaviors of IoT networks,
which can be used to assess the legitimacy of the new systems. The
dataset consists of 461,043 events which represent the attacks and
regular occurrences gathered from the network dataset.

To prepare the data set we followed steps outlined by [27]. Uti-
lizing the Ordinal Encoder technique, this study transformed the
categorical dataset into a numerical dataset. To solve the issue
of class imbalance, this research applied SMOTETomek. Finally,
training and testing datasets was reshaped to make the data set
compatible with a Conv1D layer in CNN.

5 Proposed methodology

The model’s initial step is data preprocessing, which is followed
by the CNN-LSTM integration for optimal feature selection. The
final step is using the classification model for intrusion detection,
as seen in Figure 1 below.
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The study adopted a 1D convolutional layer (50 filters, a kernel
size of 5, and sigmoid activation) to capture local patterns in the
input sequences, followed by max-pooling, dropout (with a rate of
0.3), and batch normalization to reduce dimensionality and prevent
overfitting. An LSTM layer (with 64 units) was applied to learn
long-term dependencies within the sequence, and an attention
mechanism was applied to focus on the most relevant time steps,
enhancing the model’s ability to identify important features. The
output was flattened and passed through a dense layer (with 512
units and ReLU activation) to transform the extracted features
further, with an additional dropout layer (with a rate of 0.5) added
to ensure robustness. The model was compiled with the Stochastic
Gradient Descent (SGD) optimizer (with a learning rate of 0.001) and
binary cross-entropy loss, and trained on a class-balanced dataset,
making it well-suited for tasks involving imbalanced data. Finally,
the feature extraction model was trained using the fit method on
reshaped training data and the class-balanced labels, for 70 epochs
with a batch size of 64, and 20% of the training data set aside for
validation.

For classification, the extracted data from CNN-LSTM was stan-
dardized using Standard Scaler before applied as an input in support
vector machine (SVM) classifier with a Radial Basis Function (RBF)
kernel. The SVM classifier is configured with a penalty parameter
C set to 1, and gamma="scale’.

Finally, RF was initialized using the RandomForestClassifier class,
with n_estimators set to 100, to create a forest of 100 decision trees.
The parameter random_state=42 was specified to ensure that the
results are reproducible, meaning the model will produce the same
output each time it’s run with the same data and settings.
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6 Experimental Results and Discussion

This section discusses the results obtained from the evaluation of
the proposed model.

6.1 Feature Selection

The proposed methodology applied CNN-LSTM together with at-
tention mechanism for optimal feature selection. Figure 2 displays
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the weights for each output channel (or feature map) in the convolu-
tional layer, demonstrating how the weights are distributed across
the kernel and input channels. This study trained RF classifier with
the selected feature subset to visualize the importance of each fea-
ture in the model. This helped in understanding which features
were most influential in making predictions, providing insights into
the model’s decision-making process. Figure 3 displays features for
the TON_IoT dataset that were identified using CNN-LSTM.
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Table 1: A summary of the classifiers’ output using chosen feature
Classifier Recall% Accuracy% Precision%
SVM 96 91 82
RF 98 98 93
Table 2: A summary of comparison with existing methods

Model Data set Classifier Accuracy%
CNN - Bi-LSTM [28] UNSW-NB15 94.21
CNN-BILSTM [29] UNOSW-NB15 97.09
CNN - LSTM [30] UNSW-NB15 93.21
LSTM-RNN [31] Kyoto University Dataset 97.10
BiLSTM-DNN [32] NSL_KDD SoftMax 76
Attention and NSL_KDD SoftMax 82
BiLSTM-DNN(ABD) [33]
Proposed model IoT_ToN network SVM 91
Proposed model IoT_ToN network RF 98

6.2 Performance Metrics

To evaluate the efficacy of the classifiers, this study used the fol-
lowing metrics: recall, accuracy, and precision.

The selected feature subset is fed as an input to train the model.
To visualizes the training and validation loss of the machine learn-
ing model over multiple epochs a graph is generated. Figure 4 is a
representation of the training and validation loss graph.

Using the training data produced by the informative features
chosen by the improved model, SVM and RF classifiers were trained.
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Testing data was then used to assess trained SVM and RF. SVM
generated recall, accuracy, and precision of 96%, 91%, and 82% re-
spectively. On the other hand, RF generated recall, accuracy, and
precision of 98%, 98%, and 93% respectively. This was an outstand-
ing performance demonstrating the ability of the proposed model
to improve the efficiency of intrusion detection systems in IoT en-
vironments. Table 1 summarizes the performance of the classifiers.

As demonstrated in Table 2, the study found that the proposed
intrusion detection model outperformed the majority of the other
models in terms of accuracy when compared to other comparable
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methodologies. To train and test the models, the majority of these
models utilized various kinds of data sets. For a more accurate
comparison, the model may be exposed to comparable kinds of data
sets in the future.

7 Conclusion

In this work, a unique IDS model that combines CNN and LSTM to-
gether with attention mechanism for feature selection is presented.
This approach’s strength is demonstrated by its capacity to effi-
ciently simplify dataset attributes and improve intrusion detection
accuracy. Unlike most previous efforts in this sector, which employ
outdated data sets incapable of capturing the complex cyber land-
scape, the model was assessed using the TON_IoT data set, which
captures current cyber-attacks. The suggested model significantly
improved detection accuracy when compared to similar previous
efforts. The necessity for effective IDS, such as the one described in
this study, grows as IoT networks expand in scope. In future, this
research recommends the model to further evaluated using other
type of data set.
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